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2005 Vv8.01
Update Number Vulnerability Impact of Vulnerability Affected Microsoft V3.99 \Z:

Software

Vulnerability in Windows

MS05-055 Kernel Could Allow Elevation of Privilege Windows 2000 Server
(908523) Elevation of Privilege 9 Service Pack 4
(908523)
Windows 2000 Server
Service Pack 4
MS05-054 Cumulative Security Update _ [Windows XP Service
(905915) for Internet Explorer Remote Code Execution Pack 2
(905915)
Windows Server 2003
Service Pack 1
Windows 2000 Server
L . Service Pack 4
Vulnerabilities in Graphics
MS05-053 Rendering Engine Could . Windows XP Service
(896424) Allow Code Execution Remote Code Execution |50y p p
(896424)
Windows Server 2003
Service Pack 1
Windows 2000 Server
Service Pack 4
Cumulative Security Update - -
:‘gggs%?z for Internet Explorer Remote Code Execution \é\/au;sc;ws XP Service p p
(896688)
Windows Server 2003
Service Pack 1
Windows 2000 Server
o Service Pack 4
Vulnerabilities in MSDTC
MS05-051 and COM+ Could Allow Remote Code Execution Windows XP Service
(902400) Remote Code Execution Pack 2
(902400)
Windows Server 2003
Service Pack 1
Windows 2000 Server
Service Pack 4
MS05-050 Vulnerability in DirectShow . [Windows XP Service
(904706) Could Allow Remote Code |Remote Code Execution pPack 2
Execution (904706) ac
Windows Server 2003
Service Pack 1
Windows 2000 Server
Service Pack 4
Vulnerabilities in Windows - -
gﬁg?z%[)lg Shell Could Allow Remote  |Remote Code Execution \FI,VInEozws XP Service p p
Code Execution (900725) ac
Windows Server 2003
Service Pack 1
Windows 2000 Server
o . Service Pack 4
Vulnerability in the Microsoft
MS05-048 Collaboration Data Objects " Windows XP Service
(907245) Could Allow Remote Code Remote Code Execution Pack 2 p p
Execution (907245) ]
Windows Server 2003
Service Pack 1
Vulnerability in Plug and ) Windows 2000 Server
Play Could Allow Remote  [Remote Code Execution R
MS05-047 X . Service Pack 4
(905749) Code Execution and Local |and Local Elevation of

Elevation of Privilege
(905749)

Privilege

Windows XP Service
Pack 2




Windows 2000 Server
L . Service Pack 4
Vulnerability in the Client
MS05-046 Service for NetWare Could . Windows XP Service
(899589) Allow Remote Code Remote Code Execution |50y p p
Execution (899589)
Windows Server 2003
Service Pack 1
Windows 2000 Server
o Service Pack 4
Vulnerability in Network
MS05-045 Connection Manager Could . . Windows XP Service
(905414) Allow Denial of Service Denial of Service Pack 2 p p
(905414) ]
Windows Server 2003
Service Pack 1
Windows 2000 Server
Vulnerability in the Windows Service Pack 4
MS05-044 FTP Client Could Allow File . - -
(905495) Transfer Location Tampering ‘é"'”sol""s XP Service p p
Tampering (905495) ac
Windows Server 2003 n p
V7.15 V8.01
Update Number Vulnerability Impact of Vulnerability | ~ffected Microsoft V3.99 V4.0.1.0 V3.99 V4.0.1.0
Software
T . Windows 2000 Server
MS05-043 Vulngrablllty in Print Spooler ) Service Pack 4
(896423) Service Could Allow Remote|Remote Code Execution
Code Execution (896423) Windows XP Service
Pack 2
Windows 2000 Server
Vulnerabilities in Kerberos Service Pack 4
Could Allow Denial of Denial of Service,
MS05-042 N N . . .
Service, Information Information Disclosure, Windows 2003 Server
(899587) ) . ) .
Disclosure, and Spoofing and Spoofing. Service Pack 1
(899587)
Windows XP Service
Pack 2
Windows 2000 Server
o Service Pack 4
Vulnerability in Remote
MS05-041 Desktop Protocol Could Denial of Service Wind 2003 S
(899591) Allow Denial of Service S n ,OWSF', 1 erver
(899591) ervice Pac
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
MS05-040 Vulnerability in Telephony
(893756) Service Could Allow Remote|Remote Code Execution |Windows 2003 Server
Code Execution (893756) Service Pack 1
Windows XP Service
Pack 2
Windows 2000 Server
Vulnerability in Plug and Service Pack 4
MS05-039 Play Could Allow Remote  |[Remote Code Execution
Code Execution and and Local Elevation of Windows 2003 Server
(899588) - o o !
Elevation of Privilege Privilege Service Pack 1
(899588)
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
MS05-038 Cumulative Security Update ) .
(896727) for Internet Explorer Remote Code Execution |Windows 2003 Server
(896727) Service Pack 1
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
Windows 2003 Server p p P p
MS05-037 Security Update for JView Remote Code Execution X n n
(KB901635)  |Profiler (KB901635) Windows 2003 Server [~ , ) )
Service Pack 1 ile locks in File locks in
QDLS. QDLS.
Windows XP Service
Pack 2 ile locks in File locks in
QDLS. QDLS.
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Update Number Vulnerability Impact of Vulnerability Affected Microsoft Vv3.99 Vv4.0.1.0 V3.99 V4.0.1.0
Software
Windows 2000 Server
Service Pack 4
Vulnerability in Microsoft . p p p p
MS05-036 Color Management Module Remote Code Execution Windows 2003 Server
(901214) Could Allow Remote Code i
Execution (901214) Wlnqows 2003 Server
Service Pack 1
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
Windows 2003 Server p p p p
Vulnerability in Microsoft
MS05-035 Word Could Allow Remote |Remote Code Execution |windows 2003 Server m m n n
(903672) . " 3 . . X
Code Execution (903672) Service Pack 1 File locks in File locks in
QDLS. QDLS.
Windows XP Service m m
Pack 2 File locks in File locks in
QDLS. QDLS.
Update Rollup 1 for . m m
(891861) Windows 2000 Service Windows 2000 Server | ) ) . < IFS only «IFS only
Service Pack 4 File locks in File locks in
Pack 4 (SP4) * QDLS not * QDLS not
QDLS. QDLS.
supported supported
Small Business Server [Only tested upon request.
MS05-034 . . . 2000 Wilkinson does not recommend installing WilComm on ISA Server PC.
Elevation of Privilege Remote Code Execution -
(899753) Small Business Server |Only tested upon request.
2003 Wilkinson does not recommend installing WilComm on ISA Server PC.
Windows 2003 Server P p p
MsSos-033  |Vuinerability in Telnet Client - |windows 2003 Server
Could Allow Information Remote Code Execution . - . - )
(896428) Disclosure (896428) Service Pack 1 File locks in File locks in
QDLS. QDLS.
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
MS05-032 Vulnerability in Microsoft n
Agent Could Allow Spoofing [Remote Code Execution [Windows 2003 Server
(890046) 3 . . . . « IFS only « IFS only
(890046) Service Pack 1 File locks in File locks in
QDLS QDLS * QDLS not * QDLS not
: supported supported
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
Vulnerability in Step-by-Step
MS05-031 Interactive Training Could Remote Code Execution [Windows 2003 Server
(898458) Allow Remote Code Service Pack 1 File locks in File locks in « IFS only
Execution (898458) e locks | ¢ 10cks ! - QDLS not
QDLS QDLS.
supported
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
MS05-030 Cumulative Security Update . .
(897715) in Outlook Express (897715)| ReM0te Code Execution - |windows 2003 Server
Service Pack 1
Windows XP Service n
Pack 2
MS05-029 Xulnera?llrlt)élnr?t:loog V:Iebr Only tested upon request.
(8951;9) s_cscgzsulg A||)(;(\:N acrgzs-;it\ée Remote Code Execution [Server PC \é\lgkinson does not recommend installing WilComm on Exchange Server
Scripting Attacks (895179) :
Windows 2000 Server
Service Pack 4
MS05-028 Vulnerability in Web Client
(896426) Service Could Allow Remote|Remote Code Execution |Windows 2003 Server

Code Execution (896426)

Service Pack 1

Windows XP Service

Pack 2

W m @ m




V7.15 Vv8.01
Update Number Vulnerability Impact of Vulnerability Affected Microsoft Vv3.99 Vv4.0.1.0 V3.99 V4.0.1.0
Software
Windows 2000 Server
Service Pack 4
Vulnerability in Server m m n
MS05-027 Message Block Could Allow Remote Code Execution |Windows 2003 Server
(896422) Remote Code Execution Service Pack 1 File locks in File locks in « IFS only « IFS only
(896422) * QDLS not * QDLS not
QDLS QDLS
) i supported supported
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
MS05-026 Vulnerability in HTML Help n
(896358) Could Allow Remote Code |Remote Code Execution |Windows 2003 Server « IFS onl « IFS onl
xecution ervice Pacl ile locks in ile locks in
Execution (896358) Service Pack 1 File lock File lock ODLSmot | ODLS not
QDLS. QDLS. supported supported
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
Cumulative Security Update m m n n
MS05-025 . .
(883939) for Internet Explorer Remote Code Execution | Windows 2003 Server < IFS only «IFS only
(883939) Service Pack 1 File locks in File locks in « QDLS not « QDLS not
QDLS. QDLS. supported supported
Windows XP Service
Pack 2
Vulnerability in Web View . . n n n
?gig%g‘l Could Allow Remote Code |Remote Code Execution \;Valzstzws 2000 Service
Execution (894160)
Windows 2000 Server
Service Pack 4
MS05-023 Vulnerabilities in Microsoft m m n n
(890169) Word May Lead to Remote [Remote Code Execution [Windows 2003 Server < IFS onl « IFS onl
Code Execution (890169) Service Pack 1 File locks in File locks in . QDLS rz,ot .QDLS rilot
QDLS. QDLS.
supported supported
Windows XP Service
Pack 2
Windows 2000 Server
Service Pack 4
Vulnerability in MSN m n
MS05-022 Messenger Could Lead to . .
. Remote Code Execution |Windows 2003 Server
(896597) Remote Code Execution Service Pack 1 File locks in File locks in « IFS only « IFS only
(896597) e locks | ¢ 10cks -QDLSnot |+ QDLS not
QDLS. QDLS.
supported supported
Windows XP Service
Pack 2
MS05-021 Vulnerability in Exchange Only tested upon request.
(894549) Server Could Allow Remote |Remote Code Execution |Server PC Wilkinson does not recommend installing WilComm on Exchange Server
Code Execution (894549) PC.
Windows 2000 Service
Pack 4
Cumulative Security Update . . m n
?gggé%?o for Internet Explorer Remote Code Execution \;Valzsozws XP Service Do not apply - Do not apply - « IFS only « IFS only
(890923) QDLS not QDLS not « QDLS not « QDLS not
supported. supported. supported supported
Windows Server 2003 p P
Windows 2000 Service
Pack 4
Vulnerabilities in TCP/IP n
MS05-019 Could A”OW Remot_e Code Remote Code Execution Windows XP Service Do not apply - « IFS only « IFS only
(893066) Execution and Denial of Pack 2 QDLS not « QDLS not + QDLS not
Service (893066) supported. supported supported
Windows Server 2003 p p p
Windows 2000 Service
Pack 4
Vulnerabilities in Windows m n
MS05-018 Kernel' Could A."9W Elevation of Privilege Windows XP Service Do not apply - * IFS only « IFS only
(890859) Elevation of Privilege and Pack 2 QDLS not « QDLS not « QDLS not
Denial of Service (890859) supported. supported supported

Windows Server 2003




Code Execution (890047)

Windows Server 2003

V7.15 Vv8.01
Update Number Vulnerability Impact of Vulnerability Affected Microsoft Vv3.99 Vv4.0.1.0 V3.99 V4.0.1.0
Software
Windows 2000 Service
Pack 4
Vulnerability in Message
233224%7 Queuing Could Allow Code |Remote Code Execution \Wind XP Semi m n n n
Execution (892944) PaIZKO:lW; 2 ervice Do not apply - « IFS only « IFS only
QDLS not * QDLS not * QDLS not
supported. supported supported
Windows 2000 Service
Pack 4
Vulnerability in PNG m n u
MS05-016 Processing Could Allow ) Windows XP Service
(893086) Remote Code Execution Remote Code Execution Pack 2 g%fgtriﬁply ) . I(';SL?E/OI . I(';IZS)L(;“XOI
(893086) supported. supported supported
Windows Server 2003
Windows 2000 Service p p p p
Vulnerability in Hyperlink Pack3&4
MS05-015 Object Library Could Allow . Windows XP Service
(888113) Remote Code Execution | oot Code Bxecution |51 5 p p p p
(888113) .
Windows Server 2003
. . Windows 2000 Service
fCurlmtllatlvtte ESeclurlty Update pack 4
g or Internet Explorer - -
MS05-014 Cumulative Security Update |Remote Code Execution Windows XP Service
(867282) Pack 2
for Internet Explorer
(867282) Windows Server 2003 p p p p
Windows 2000 Service p p p p
Vulnerability in the DHTML Pack 3 & 4
MS05-013 Editing Component ActiveX Remote Code Execution Windows XP Service
((891781) Control Could Allow Remote Pack 1 & 2
Code Execution (891781)
Windows Server 2003
Windows 2000 Service
Vulnerability in OLE and Pack3& 4
:\g?gg;;z COM Could Allow Remote |Remote Code Execution \FI,VInEolw; ;(P Service p p P p
Code Execution (873333) ac
Windows Server 2003 p P p p
\é\/;;iosw; iOOO Service Do not apply - Do not apply - « IFS only
QDLS not QDLS not * QDLS not
supported. supported. supported
Vulnerability in Server m m
MS05-011 Message Block Could Allow . Windows XP Service
(885250) Remote Code Execution Remote Code Execution Pack1&2 g%Egt:c};ply ) ggtgl:ciply ) . I('QZSLOSnlrilot
(885250) supported. supported. supported
Windows Server 2003 |Do not apply - Do not apply - « IFS only
QDLS not QDLS not * QDLS not
supported. supported. supported
Vulnerability in the License Windows 2000 Service
MS05-010 Logging Service Could . Pack 4
(885834) Allow Code Execution Remote Code Execution | —
(885834) Windows Server 2003
Vulnerability in PNG
MS05-009 Processing Could Allow Remote Code Execution Media Player, Windows
(890261) Remote Code Execution Messenger
(890261)
Windows 2000 Service
Vulnerability in Windows Pack3& 4
ui ity | 1 W " N
MS05-008 . Windows XP Service
(890047) Shell Could Allow Remote  |Remote Code Execution pack 1 & 2 p p p p




V7.15 Vv8.01
Update Number Vulnerability Impact of Vulnerability Affected Microsoft Vv3.99 Vv4.0.1.0 V3.99 V4.0.1.0
Software
L Information Disclosure n n ﬂ n
Vulnerability in Windows S . . .
MS05-007 Could Allow Information Vulnerability in Windows  |Microsoft Windows XP
(888302) ) Shell Could Allow Remote |Service Pack 1 & 2
Disclosure (888302) X
Code Execution
Vulnerability in Windows
SharePoint Services and
MS05-006 SharePoint Team Services ) )
(887981) Could Allow Cross-Site Remote Code Execution [Windows Server 2003
Scripting and Spoofing
Attacks (887981)
Vulnerability in Microsoft
MS05-005 Office XP could allow .
(873352) Remote Code Execution Remote Code Execution |All Platforms
(873352)
MS05-004 ASP.NET Path Validation '”;g;mﬁ;";’l‘eszgﬁs;re’ Al Platforms
(887219) Vulnerability (887219) P -
Privilege
Windows 2000 Service
Pack 3
Vulnerability in Indexing Windows 2000 Service p P p p
?g(l)gs%())a Service Could Allow Remote|Remote Code Execution Pa,CK 4 -
Code Execution (871250) Windows XP Service
Pack 1
Windows Server 2003 p p p p
Windows NT Server 4.0
Service Pack 6a
Wind 2000 Servi
Vulnerability in Cursor and P:;k%ws ervice p p p p
MS05-002 Icon Format Handling could Remote Code Execution  [Wind 2000 Servi
(891711) Allow Remote Code b '"ki""s ervice p p p p
Execution (891711) ac
Windows XP Service
Pack 1
Windows Server 2003 p p p p
Windows 2000 Service
Pack 4
Windows XP Service
Pack 1
Vulnerability in HTML Help Windows XP Service
MS05-001 Could Allow Remote Code [Remote Code Execution |Pack 2 Donotapply - |Do not apply - |« IFS only * IFS only
(890175) Execution (890175) QDLS not QDLS not * QDLS not * QDLS not
supported. supported. supported supported
Windows Server 2003 [Do not apply - Do not apply - « IFS only « IFS only
QDLS not QDLS not * QDLS not * QDLS not
supported. supported. supported supported




