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2007 Vv8.03
Update Number Vulnerability Impact of Vulnerability Affected Microsoft V3.99 V4

Software

Cumulative Security Update

Win Server 2000 SP 4

?giggl(;?g for Internet Explorer Remote Code Execution |\win Server 2003 SP 2 p p
(942615)
Windows XP SP 2 p a
Vulnerabilities in Windows Win Server 2000 SP 4 # g
MS07-068 Media File Format Could
(941569 and Allow Remote Code Remote Code Execution |win Server 2003 SP 2 p p
944275) Execution (941569 and
944275) windows xpsp2 K /]
Vulnerability in Macrovision Win Server 2003 SP 2 p p
MS07-067 Driver Could Allow Local Local Elevation of
(944653) Elevation of Privilege Privilege )
(944653) Windows XP SP 2
Vulnerability in Windows
MS07-066 Kernel Could Allow . - - .
(943078) Elevation of Privilege Elevation of Privilege Windows Vista
(943078)
Vulnerability in Message Win Server 2000 SP 4 p p
MS07-065 Queuing Could Allow .
(937894) Remote Code Execution Remote Code Execution ,
(937894) Windows XP SP 2
Win Server 2000 SP 4 p p
MS07-064 Vulnerabilities in DirectX .
(941568) Could Allow Remote Code |Remote Code Execution |win Server 2003 SP 2
Execution (941568)
Windows XP SP 2 m m
MS07-063 Vulnerability in SMBv2 . . )
(942624) Could Allow Remote Code |Remote Code Execution |Windows Vista
Execution (942624)
MS07-062 Vulnerability in DNS Could [ Win Server 2000 SP 4 p p
(941672) Allow Spoofing (941672) pooting _
Win Server 2003 SP 2
Vulnerability in Windows Windows XP SP 2 p a
MS07-061 URI Handling Could A_Ilow Remote Code Execution
(943460) Remote Code Execution Win Server 2003 SP 2
(943460)
o Word 2000 SP3 ﬂ p
MS07-060 Vulnerability in Microsoft .
(942695) Word Could Allow Remote |Remote Code Execution |Word 2002 SP3
Code Execution (942695)
Office 2004 for Mac ! !
Vulnerability in Windows
SharePoint Services 3.0 and
MS07-059 Office SharePoint Server ) N .
(942017) 2007 Could Result in Elevation of Privilege Win Server 2003 SP 2
Elevation of Privilege Within
the SharePoint Site
(942017)
Win Server 2000 SP 4 p p
MS07-058 VuInerab|I|.ty in RPC.CouId . :
(933729) Allow Denial of Service Remote Code Execution |Windows XP SP 2

(933729)

Win Server 2003 SP 1

2

Not a supported
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Cumulative Security Update

Win Server 2000 SP 4

(937143)

Win Server 2003 SP 2

('\32;8673503?7 for Internet Explorer Remote Code Execution |Windows XP SP 2 m ﬂ
(939653)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS07-056 Security Update for Outlook
(941202) Express and Windows Mail [Remote Code Execution |Windows XP SP 2 m ﬂ
(941202)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS07-055 Vulnerability in Kodak Image
(923810) Viewer Could Allow Remote |Remote Code Execution |Windows XP SP 2 m ﬂ
Code Execution (923810)
Win Server 2003 SP 1 p p
Vulnerability in MSN 1| ﬂ
MS07-054 Messenger and Windows _ |MsN & windows Live
Live Messenger Could Allow|Remote Code Execution
(942099) - Messenger
Remote Code Execution
(942099)
Vulnerability in Windows l| ﬂ
MS07-053 Services for UNIX Could Elevation of Privilege Windows Services for
(939778) Allow Elevation of Privilege 9 UNIX
(939778)
Visual Studio .NET IZJ Iﬂ
Vulnerability in Crystal 2002 SP 1
MS07-052 Reports for Visual Studio Remote Code Execution Visual Studio .NET
(941522) Could Allow Remote Code 2003 SP 1
Execution (941522) Visual Studio 2005 SP
1
MS07-051 Vulnerability in Microsoft
(938827) Agent Could Allow Remote |Remote Code Execution |Win Server 2000 SP 4
Code Execution (938827)
Vulnerability in Vector Win Server 2000 SP 4 p p
MS07-050 Markup Language Could . I
(938127) Allow Remote Code Remote Code Execution |Windows XP SP 2
Execution (938127) )
Win Server 2003 SP 1
Vulnerability in Virtual PC Virtual PC 2004 SP1 g g
MS07-049 and Virtual Server Could . - ¥ [
(937986) Allow Elevation of Privilege | ¢vaion of Privilege Virtual Server 2005 R -
(937986)
Vulnerabilities in Windows l| ﬂ
MS07-048 Gadgets Could Allow } ] .
(938123) Remote Code Execution Remote Code Execution [Windows Vista
(938123)
Vulnerability in Windows
MS07-047 Media Player Could Allow } ] "
(936782) Remote Code Execution Remote Code Execution |Windows Media Player
(936782)
Win Server 2000 SP 4
MS07-046 Vulnerability in GDI Could . :
(938829) Allow Remote Code Remote Code Execution |Windows XP SP 2
Execution (938829) : ;
Win Server 2003 SP 1 ig g
Win Server 2000 SP 4 p p
MS07-045 Cumulative Security Update . :
(921503) for Internet Explorer Remote Code Execution |Windows XP SP 2
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Vulnerability in Microsoft

Office 2000 SP3

?gig;f;ll Excel Could Allow Remote [Remote Code Execution |Office XP SP3 ﬂ p
Code Execution (940965)
Office 2003 SP2 ﬂ ﬂ
Vulnerability in OLE Win Server 2000 SP 4 p p
MS07-043 Automation Could Allow . I
(921503) Remote Code Execution Remote Code Execution |Windows XP SP 2 ﬂ M
(921503) ]
Win Server 2003 SP 2
Vulnerability in Microsoft u n
MS07-042 XML Core Services Could . .
(936227) Allow Remote Code Remote Code Execution |XML Core Services
Execution (936227)
Vulnerability in Microsoft
Internet Information
MS07-041 Services Could Allow Remote Code Execution |Windows XP SP 2
(939373) .
Remote Code Execution
(939373)
Vulnerabilities in .NET Win Server 2000 SP 4
MS07-040 Framework Could Allow ) .
(931212) Remote Code Execution Remote Code Execution |Windows XP SP 2 m ﬂ
(931212) )
Win Server 2003 SP 2
Vulnerability in Windows Win Server 2000 SP 4 p p
MS07-039 Active Directory Could Allow }
(926122) Remote Code Execution Remote Code Execution )
(926122) Win Server 2003 SP 2
Vulnerability in Windows Win Vista ,l‘ ,ﬁ
MS07-038 Vista Firewall Could Allow Information Disclosure
(935807) Information Disclosure Win Vista x64
(935807)
Vulnerability in Microsoft
MS07-037 Office Publisher Could Allow . .
(936548) Remote Code Execution Remote Code Execution |MS Publisher 2007
(936548)
Vulnerabilities in Microsoft MS Excel 2000 SP 3 g g
MS07-036 .
(936542) Excel Could Allow Remote |Remote Code Execution
Code Execution (936542) MS Excel 2003 SP 2 p p
Win Server 2000 SP 4 p p
MS07-035 Vulnerability in Win32 API . .
(935839) Could Allow Remote Code |Remote Code Execution |Windows XP SP 2
Execution (935839)
Win Server 2003 SP 2 p p
Windows XP SP 2 ﬂ ﬁ
MS07-034 Cumulative Security Update
(929123) for Outlook Express and Remote Code Execution |Win Server 2003 SP 2 p p
Windows Mail (929123)
Windows Vista ! !
Win Server 2000 SP 4 p p
MS07-033 Cumulative Security Update _ :
(933566) for Internet Explorer Remote Code Execution |Windows XP SP 2
(933566)
Win Server 2003 SP 2 p p
Vulnerability in Windows
MS07-032 Vista Could Allow . . - .
(931213) Information Disclosure Information Disclosure Windows Vista
(931213)
Vulnerability in the Windows Win Server 2000 SP 4 p p
MS07-031 Schannel Security Package } .
(935840) Could Allow Remote Code Remote Code Execution |Windows XP SP 2 ﬂ p

Execution (935840)

Win Server 2003 SP 2
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Vulnerabilities in Microsoft

MS Visio 2002 SP 2

(MQSZ';%SOSO Visio Could Allow Remote |Remote Code Execution i P s
Code Execution (927051) MS Visio 2003 SP 2 ig g
. Win Server 2000 SP 4 p p
Vulnerability in RPC on
MS07-029 Windows DNS Server Could . .
(931784) Allow Remote Code Remote Code Execution |Win Server 2003 SP 1 p p
Execution (935966)
Win Server 2003 SP 2
CAPICOM 'l‘ 'l‘
Vulnerability in CAPICOM —
- SDK Redistributable:
MS07-028 Could Allow Remote Code |Remote Code Execution Istribu
(931906) . CAPICOM
Execution (931906) -
BizTalk Server 2004
SP2
IE 5.01 SP4 iﬂ iﬂ
Cumulative Security Update
(Mgig;(s%? for Internet Explorer Remote Code Execution |IE 6 SP1 ﬂ ﬂ
(931768)
[ ]
Exchange 2000 SP3
with 2000
Vulnerabilities in Microsoft Post-SP3 Update
MS07-026 Exchange Could Allow } Rollup
(931832) Remote Code Execution Remote Code Execution
(931832) Exchange 2003 SP2
Exchange Server 2007 Il‘ Iﬂ
o Office 2000 SP3 g g
MS07-025 Vullnerab|llty in Microsoft . - . :
(934873) Office Could Allow Remote |Remote Code Execution |Office XP SP3
Code Execution (934873)
Office 2003 SP2 m m
Word 2000 SP3 g g
MS07-024 Vulnerabilities in Microsoft . -
(934232) Word Could Allow Remote |Remote Code Execution |Word 2002 SP3 g g
Code Execution (934232)
Word 2003 SP2 p M
o Excel 2000 SP3 g g
MS07-023 Vulnerabilities in Microsoft . . :
(934233) Excel Could Allow Remote [Remote Code Execution |Excel 2002 SP3
Code Execution (934233)
Excel 2003 SP2 m m
Vulnerability in Windows Win Server 2000 SP 4 p p
MS07-022 Kernel Could Allow . - "
(931784) Elevation of Privilege Elevation of Privilege Windows XP SP 2 ﬂ ﬂ
(931784) ]
Win Server 2003 SP 1
Win Server 2000 SP 4 p p
MS07-021 Vulnerabilities in CSRSS _ :
(930178) Could Allow Remote Code |Remote Code Execution |Windows XP SP 2
Execution (930178)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS07-020 Vulnerability in Microsoft . :
(932168) Agent Could Allow Remote |Remote Code Execution |Windows XP SP 2
Code Execution (932168)
Win Server 2003 SP 1 p p
Vulnerability in Universal u m
MS07-019 Plug and Play Could Allow . ]
(931261) Remote Code Execution Remote Code Execution |Windows XP SP 2
(931261)
Vulnerabilities in Microsoft
MS07-018 Content Management Remote Code Execution Microsoft Malware
(925939) Server Could Allow Remote Protection Engine

Code Execution (925939)
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Vulnerabilities in GDI Could

Win Server 2000 SP 4

('\gsz';g;ooz? Allow Remote Code Remote Code Execution |Windows XP SP 2 m m
Execution (925902)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS07-016 Cumulative Security Update _ :
(928090) for Internet Explorer Remote Code Execution |Windows XP SP 2
(928090)
Win Server 2003 SP 1 p p
MS Office 2000 SP3 g g
MS07-015 Vulnerabilities in Microsoft ¥ \
(932554) Office Could Allow Remote |Remote Code Execution |MS Office 2003XP SP3 ig g
Code Execution (932554)
MS Office 2003 SP2 p M
MS Office 2000 SP3 g g
MS07-014 Vulnerabilities in Microsoft ¥ \
(929434) Word Could Allow Remote |Remote Code Execution |MS Office 2003XP SP3 # g
Code Execution (929434)
MS Office 2003 SP2 ﬂ p
Vulnerability in Microsoft Win Server 2000 SP 4 p p
MS07-013 RichEdit Could Allow ) -
(918118) Remote Code Execution Remote Code Execution |Windows XP SP 2 p M
(918118) ]
Win Server 2003 SP 1
Win Server 2000 SP 4 p p
MS07-012 Vulnerability in Microsoft
(924667) MFC Could Allow Remote  [Remote Code Execution |Windows XP SP 2 p M
Code Execution (924667)
Win Server 2003 SP 1 p p
Vulnerability in Microsoft Win Server 2000 SP 4 p p
MS07-011 OLE Dialog Could Allow . )
(926436) Remote Code Execution Remote Code Execution |Windows XP SP 2 p M
(926436) )
Win Server 2003 SP 1
Vulnerability in Microsoft
MS07-010 Malware Protection Engine Remote Code Execution Microsoft Malware
(932135) Could Allow Remote Code Protection Engine
Execution (932135)
Vulnerability in Microsoft Win Server 2000 SP 4
MS07-009 Data Access Components . )
(927779) Could Allow Remote Code Remote Code Execution |Windows XP SP 2 ﬂ ﬂ
Execution (927779) )
Win Server 2003 SP 1
Vulnerability in HTML Help Win Server 2000 SP 4 p p
MS07-008 ActiveX Control Could Allow ) "
(928843) Remote Code Execution Remote Code Execution |Windows XP SP 2 ﬂ ﬂ
(928843) ]
Win Server 2003 SP 1
Vulnerability in Windows
MS07-007 Image Acquisition Service . - "
(927802) Could Allow Elevation of Elevation of Privilege Windows XP SP 2
Privilege (927802)
vl bilty in Wind Windows XP SP 2 ﬂ p
ulnerability in Windows
?gig;;;?e Shell Could Allow Elevation |Elevation of Privilege
of Privilege (928255) Win Server 2003 SP 1
Vulnerability in Step-by-Step Win Server 2000 SP 4 p p
MS07-005 Interactive Training Could ’ -
(923729) Allow Remote Code Remote Code Execution |Windows XP SP 2 m m

Execution (923723)

Win Server 2003 SP 1
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Vulnerability in Vector

Win Server 2000 SP 4

MS07-004 Markup Language Could ) .
(929969) Allow Remote Code Remote Code Execution |Windows XP SP 2
Execution (929969) ]
Win Server 2003 SP 1
Vulnerabilities in Microsoft MS Office 2000 SP3 ig g
MS07-003 Outlook Could Allow ) ) / }
(925938) Remote Code Execution Remote Code Execution |MS Office 2003XP SP3 # g
(925938) ]
MS Office 2003 SP2
MS Office 2000 SP3 g g
MS07-002 Vulnerabilities in Microsoft ¥ \
(927198) Excel Could Allow Remote [Remote Code Execution |MS Office 2003XP SP3 # g
Code Execution (927198)
MS Office 2003 SP2 ﬂ ﬂ
Vulnerability in Microsoft
Office 2003 Brazilian
MS07-001 Portuguese Grammar . )
(921585) Checker Could Allow Remote Code Execution |MS Office 2003 SP2

Remote Code Execution
(921585)




