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Vulnerability in Windows

Win Server 2000 SP 4

(922760)

Win Server 2003 SP 1

MS06-078 Media Format Could Allow N .
(923689) Remote Code Execution Remote Code Execution [Windows XP SP 2 ﬂ p
(923689) -
Win Server 2003 SP 1
Vulnerability in Remote
MS06-077 Installation Service Could N "
(926121) Allow Remote Code Remote Code Execution |Win Server 2000 SP 4
Execution (926121)
Win Server 2000 SP 4 p p
MS06-076 Cumulative Security Update ) -
(923694) for Outlook Express Remote Code Execution |Windows XP SP 2
(923694)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS06-075 Vulnerability in qudows ) -
(926255) Could Allow Elevation of Remote Code Execution [Windows XP SP 2
Privilege(926255)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS06-074 Vulnerability in SNMP Could ) -
(926247) Allow Remote Code Remote Code Execution [Windows XP SP 2
Execution (926247)
Win Server 2003 SP 1 p
MS06-073 Vulnerability in Visual Studio
(925674) 2005 Could Allow Remote  [Remote Code Execution [MS Visual Studio 2005 [Only tested upon request. Wilkinson|
Code Execution (925674) does not recommend installing
WilComm with Visual Studio 2005.
Win Server 2000 SP 4 p
MS06-072 Cumulative Security Update ) -
(925454) for Internet Explorer Remote Code Execution |Windows XP SP 2
(925454)
Win Server 2003 SP 1 p p
Vulnerability in Microsoft
MS06-071 XML Core Services Could N
(928088) Allow Remote Code Remote Code Execution [All
Execution (928088)
Vulnerability in Workstation Win Server 2000 SP 4 p p
MS06-070 ) .
(924270) Service Could Allow Remote|Remote Code Execution
Code Execution (924270) Windows XP SP 2
Vulnerabilities in
MS06-069 Macromedia Flash Player
from Adobe Could Allow Remote Code Execution [Windows XP SP 2
(923789) )
Remote Code Execution
(923789)
Win Server 2000 SP 4 p p
MS06-068 Vulnerability in Microsoft
(920213) Agent Could Allow Remote |Remote Code Execution |Windows XP SP 2 m m
Code Execution (920213)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS06-067 Cumulative Security Update ) -
(922760) for Internet Explorer Remote Code Execution |Windows XP SP 2
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Vulnerabilities in Client

Win Server 2000 SP 4

MS06-066 Service for NetWare Could . .
(923980) Allow Remote Code Remote Code Execution |Windows XP SP 2 m p
Execution (923980) X
Win Server 2003 SP 1
Vulnerability in Windows Windows XP SP 2 m p
MS06-065 Object Packager Cou!d Remote Code Execution
(924496) Allow Remote Execution Win S 2003 SP 1
(924496) in Server
MS06-064 Vulnerabilities in TCP{IP ) ) Windows XP SP 2 m p
(922819) IPv6 Could Allow Denial of |Denial of Service
Service (922819) Win Server 2003 SP 1 p p
Vulnerability in Server Win Server 2000 SP 4
MS06-063 Service Could Allow Denial |Denial of Service and Wind XP SP 2
(923414) of Service and Remote Remote Code Execution indows
Code Execution (923414) X
Win Server 2003 SP 1
MS Office 2003 SP2 m m
MS06-062 Vulnerabilities in Microsoft . .
(922581) Word Could Allow Remote |Remote Code Execution [MS Office XP SP3 g g
Code Execution (922581) X P
MS Office 2000 SP3 iﬂ iﬂ
Vulnerabilities in Microsoft MS Office 2003 SP3 p p
MS06-061 XML Core Services Could Remote Code Execution
(924191) Allow Remote Code XML Parser (all
Execution (924191) versions)
MS Office 2003 SP2 m p
MS06-060 Vulnerabilities in Microsoft - .
(924554) Word Could Allow Remote |Remote Code Execution [MS Office XP SP3 g g
Code Execution (924554) . -
MS Office 2000 SP3 g '!I
MS Office 2003 SP2 m p
MS06-059 Vulnerabilities in Microsoft - .
(924164) Excel Could Allow Remote |Remote Code Execution |MS Office XP SP3 g g
Code Execution (924164) . -
MS Office 2000 SP3 g '!I
Vulnerabilities in Microsoft MS Office 2003 SP3 m p
MS06-058 PowerPoint Could Allow Remote Code Execution - .
(924163) Remote Code Execution MS Office XP SP3
(924163)
Win Server 2000 SP 4 p p
MS06-057 Vulnerability in Windows ) -
(923191) Explorer Could Allow Remote Code Execution [Windows XP SP 2
Remote Execution (923191)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS06-056 Vulnerability in ASP.NET 2.0
(922770) Could Allow Information Information Disclosure Windows XP SP 2 m p
Disclosure (922770)
Win Server 2003 SP 1 p p
Vulnerability in Vector Win Server 2000 SP 4
MS06-055 Markup Language Could . .
(925486) Allow Remote Code Remote Code Execution |Windows XP SP 2
Execution (925486) .
Win Server 2003 SP 1
Vulnerability in Microsoft MS Office 2003 SP2 m p
MS06-054 Publisher Could Allow ) . F P
(910729) Remote Code Execution Remote Code Execution [MS Office XP SP3 g g
(910729) MS Office 2000 SP3 g '!I
Win Server 2000 SP 4 p p
MS06-053 Vulngrablllty in Indexing ) ) -
(920685) Service Could Allow Cross- |Information Disclosure Windows XP SP 2

Site Scripting (920685)

Win Server 2003 SP 1
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Vulnerability in Pragmatic

MS06-052 General Multicast (PGM) . .
(919007) Could Allow Remote Code Remote Code Execution [Windows XP SP 2
Execution (919007)
Vulnerability in Windows Win Server 2000 SP 4
MS06-051 Kernel Could Result in . .
(917422) Remote Code Execution Remote Code Execution |Windows XP SP 2 m ﬂ
(917422) )
Win Server 2003 SP 1
Vulnerabilities in Microsoft Win Server 2000 SP 4
MS06-050 Windows Hyperlink Object . .
(920670) Library Could Allow Remote Remote Code Execution [Windows XP SP 2
Code Execution (920670) X
Win Server 2003 SP 1
Vulnerability in Windows
MS06-049 Kernel Could Result in . "
(920958) Elevation of Privilege Remote Code Execution [Win Server 2000 SP 4
(920958)
Vulnerabilities in Microsoft MS Office 2003 SP3 m p
MS06-048 X .
(922968) Office Could Allow Remote [Remote Code Execution
Code Execution (922968) MS Office XP SP3
Vulnerability in Microsoft MS Office 2003 SP3 m m
MS06-047 Visual Basic for Applications ) ¥ j
(921645) Could Allow Remote Code | ReMote Code Execution VIS Office XP SP3
Execution (921645)
Win Server 2000 SP 4 p p
MS06-046 Vulnerability in HTML Help
(922616) Could Allow Remote Code |Remote Code Execution [Windows XP SP 2 ﬂ p
Execution (922616)
Win Server 2003 SP 1 p p
Vulnerability in Windows Win Server 2000 SP 4 p p
MS06-045 Explorer Could Allow . .
(921398) Remote Code Execution Remote Code Execution [Windows XP SP 2 ﬂ p
(921398) -
Win Server 2003 SP 1
Vulnerability in Microsoft Windows XP SP 2 ﬂ p
MS06-044 Management Console Could .
(917008) Allow Remote Code Remote Code Execution Win Server 2003 SP 1
Execution (917008)
Vulnerability in Microsoft Windows XP SP 2 m ﬂ
MS06-043 Windows Could Allow .
. Remote Code Execution
(920214) Remote Code Execution Win S 2003 SP 1
(920214) in Server
Win Server 2000 SP 4 p p
MS06-042 Cumulative Security Update ) -
(918899) for Internet Explorer Remote Code Execution |Windows XP SP 2
(918899)
Win Server 2003 SP 1 p p
Vulnerabilities in DNS Win Server 2000 SP 4
MS06-041 Resolution Could Allow . .
(920683) Remote Code Execution Remote Code Execution |Windows XP SP 2 m ﬂ
(920683) )
Win Server 2003 SP 1
Win Server 2000 SP 4 p p
MS06-040 Vulnferablllty in Server ) -
(921883) Service Could Allow Remote|Remote Code Execution [Windows XP SP 2
Code Execution (921883)
Win Server 2003 SP 1 p p
Vulnerabilities in Microsoft MS Office 2003 SP2 m ﬂ
MS06-039 Office Filters Could Allow ) . ¥ F
(915384) Remote Code Execution Remote Code Execution [MS Office XP SP3 g g
(915384) MS Office 2000 SP3 ! iﬂ
MS Office 2003 SP2 m ﬂ
MS06-038 Vulnerabilities in Microsoft . .
(917284) Office Could Allow Remote |Remote Code Execution |MS Office XP SP3 g g

Code Execution (917284)

MS Office 2000 SP3
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Vulnerabilities in Microsoft

MS Office 2003 SP2

giggé%? Excel Could Allow Remote |Remote Code Execution |MS Office XP SP3 iﬂ iﬂ
Code Execution (917285) 3 "
MS Office 2000 SP3 iﬂ iﬂ
Win Server 2000 SP 4 p p
MS06-036 Vulnerability in DHCP Client
(914388) Service Could Allow Remote|Remote Code Execution [Windows XP SP 2 m p
Code Execution (914388)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS06-035 Vulnferablllty in Server ) -
(917159) Service Could Allow Remote|Remote Code Execution [Windows XP SP 2
Code Execution (917159)
Win Server 2003 SP 1 p p
o . Win Server 2000 SP 4 p p
Vulnerability in Microsoft
Internet Information :
?g?ggsg?‘ Services using Active Server|[Remote Code Execution Windows XP SP 2 m p
Pages Could Allow Remote
Code Execution (917537) Win Server 2003 SP 1
Win Server 2000 SP 4 p p
MS06-033 Vulnerability in ASP.NET ) ) -
(917283) Could Allow Information Information Disclosure Windows XP SP 2
Disclosure (917283)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4 p p
MS06-032 Vulnerability in TCP/IP
(917953) Could Allow Remote Code |Remote Code Execution [Windows XP SP 2 m p
Execution (917953)
Win Server 2003 SP 1 p p
MS06-031 Vulneraplllty in RPC Mutual ) )
(917736) Authentication Could Allow |Spoofing Win Server 2000 SP 4
Spoofing (917736)
Vulnerability in Server Win Server 2000 SP 4
MS06-030 Message Block Could Allow . L .
(914389) Elevation of Privilege Elevation of Privilege Windows XP SP 2 m m
(914389) )
Win Server 2003 SP 1
Vulnerability in Microsoft l|
Exchange Server Running
MS06-029 Outlook Web Access Could [Remote Code Execution MS Exchange 2000,
(912442) e 2003
Allow Script Injection
(912442)
MS06-028 Vulnerability in Microsoft
(916768) Word Could Allow Remote |Remote Code Execution |Win Server 2000 SP 4
Code Execution (917336)
MS06-027 Vulnerability in Microsoft
(917336) Word Could Allow Remote |Remote Code Execution [Win Server 2000 SP 4
Code Execution (917336)
Vulnerability in Graphics 1|
MS06-026 Rendering Engine Could . "
(918547) Allow Remote Code Remote Code Execution [Win 98 SE
Execution (918547)
Vulnerability in Routing and Win Server 2000 SP 4
MS06-025 Remote Access Could Allow ) -
(911280) Remote Code Execution Remote Code Execution [Windows XP SP 2 m p
(911280) )
Win Server 2003 SP 1
Vulnerability in Windows Win Server 2000 SP 4 p p
MS06-024 Media Player Could Allow . .
(917734) Remote Code Execution Remote Code Execution [Windows XP SP 2 m p

(917734)

Win Server 2003 SP 1
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Win Server 2000 SP 4 p
MS06-023 Vulnerability in Microsoft
(917344) JScript Could Allow Remote |Remote Code Execution |Windows XP SP 2 m p
Code Execution (917344)
Win Server 2003 SP 1 p p
Win Server 2000 SP 4
Vulnerability in ART Image with AOL Image
MS06-022 Rendering Could Allow . .
(918439) Remote Code Execution Remote Code Execution |Windows XP SP 2 m ﬂ
(918439) )
Win Server 2003 SP 1
Win Server 2000 SP 4 p p
MS06-021 Cumulative Security Update ) -
for Internet Explorer Remote Code Execution |Windows XP SP 2
(916281)
(916281)
Win Server 2003 SP 1 u p
Vulnerabilities in
Macromedia Flash Player .
MS06-020 . . Will not be tested. Upgrade to Flash
(913433) from Adobe Could AIIQW Remote Code Execution [Windows XP SP 1 & 2 V8 or higher if required.
Remote Code Execution
(913433)
Vulnerability in Microsoft
MS06-019 Exchange Could Allow . MS Exchange Server -
X ly tested t. Wilki
(916803) Remote Code Execution Remote Code Execution 2000 Only tested upon request. Wilkinson
916803 does not recommend installing
( ) WilComm on Exchange Server PC.
Vulnerability in Microsoft
MS06-018 Distributed Transaction . . "
(913580) Coordinator Could Allow Denial of Service Windows 2000 SP 4
Denial of Service (913580)
Vulnerability in Microsoft g g
MS06-017 FromP_age Server )
Extensions Could Allow Remote Code Execution |MS FrontPage Server
(917627) 3 -
Cross-Site Scripting
(917627)
MS06-016 Cumulataive Security
Update for Outlook Express |Remote Code Execution [Windows 2000 Server
(911567)
(911567)
Vulnerability in Windows u
MS06-015 Explorer Could Allow . "
(908531) Remote Code Execution Remote Code Execution [Windows 2000 Server
(908531)
Vulnerability in the Microsoft
MS06-014 Data Access C_omponents ) )
(MDAC) Function Could Remote Code Execution |Windows XP
(911562) -
Allow Code Execution
(911562)
MS06-013 Cumulative Security Update
for Internet Explorer Remote Code Execution |Windows 2000 Server
(912812) (912812)
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Software
Vulnerability in PowerPoint
MS06-010 2000 Could Allow |nformation Disclosure Microsoft Office
(889167) Information Disclosure Powerpoint 2000
(889167)
Vulnerability in the Korean Win XP SP 2
MS06-009 Input Method Editor Could Elevation of Privilege
(901190) Allow Elevation of Privilege .
(901190) Win Server 2003 SP 1
Vulnerability in Web Client Win Xp SP 2 m ﬂ
MS06-008 ) .
(911927) Service Could Allow Remote[Remote Code Execution
Code Execution (911927) Win Server 2003 SP 1
MS06-007 Vulnerability in T_CP/IP ) ) Win XP SP 2 m p
(913446) Could Allow Denial of Denial of Service
Service (913446) Win Server 2003 SP 1 p p
Vulnerability in Windows Win Server 2000 SP 4 p p
Media Player Plug-in with
MS06-006 Non-Microsoft Internet Remote Code Execution Win XP SP 2 m ﬂ
(911564) Browsers Could Allow
Remote Code Execution )
(911564) Win Server 2003 SP 1
Vulnerability in Windows
MS06-005 Media Player Could Allow . " .
(911565) Remote Code Execution Remote Code Execution |Windows Media Player
(911565)
MS06-004 Cumulative Security Update
(910620) for Internet Explorer Remote Code Execution |Win Server 2000 SP 4
(910620)
MS Office 2000 Service i
Pack 3
MS Office XP Service lg |QI
Vulnerability in TNEF Pack 3.
Decoding in Microsoft Msdcs)g'cze 2003 SP1 p p
MS06-003 Outlook and Microsoft o jan
(902412) Exchange Could Allow | Remote Code Execution 2
Remote Code Execution
(902412)
;’IS Exchange Server Only tested upon request. Wilkinson|
X does not recommend installing
WilComm on Exchange Server PC.
Vulnerability in Embedded u
MS06-002 Web Fonts Could Allow . "
(908519) Remote Code Execution Remote Code Execution |Win Server 2000 SP 4
(908519)
Vulnerability in Graphics
MS06-001 Rendering Engine Could . .
(912919) Allow Remote Code Remote Code Execution |Win Server 2000 SP 4

Execution (912919)




